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Telecom operators and military/defense applications (e.g., UAVs) prefer to offload compute-intensive crypto-
graphic processing to FPGA-based cryptographic accelerators over fixed-function ASICs for reconfigurability
and short deployment cycles. The state-of-the-art FPGA-based cryptographic accelerators are designed either
for high throughput or power efficiency. We propose FlexMesh, a programmable, dynamically reconfigurable,
and size-aware framework for 5G/6G cryptographic primitives. We design variable-sized FPGA-based cryp-
tographic cores by varying the degree of parallelism, and demonstrate that if the cryptographic core is
chosen wisely, we can achieve performance without trading resource or power efficiency for certain use cases.
FlexMesh dynamically orchestrates multiple asymmetric cryptographic cores (i.e., variable-sized cores) based
on the observed request size distribution. To efficiently utilize the deployed cryptographic cores, we design a
workload-aware, dynamically configurable load balancer and a scheduler. We test our system over realistic
5G datasets, and our results demonstrate that asymmetric cryptographic cores reduce the request processing
latency and improve resource and power efficiencies, compared to the baseline symmetric cryptographic cores.
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1 Introduction

Modern telecommunication networks have adopted the software-defined networking paradigm,
and the 5G/6G network functions run on virtualized VMs or Docker containers in data centers [8].
Telecom network services secure communication between the mobile users and base stations
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Table 1. 5G/6G use cases with diverse requirements [9]. ery decade.

(gNB/eNB) using cryptographic algorithms such as Snow-V [25], Rocca-S [45], and ZUC [72], and
terminate/initiate IPsec tunnel (AES-GCM, AES-CTR) at the core network. A recent study [49]
indicates that even when using CPU acceleration instructions like AES-NI [28], an application con-
sumes 74% of the total CPU cycles for encryption and 60% for decryption. To improve performance
and reduce CPU usage, operators often offload cryptographic functions to specialized hardware
accelerators. The CPU is then responsible for handling the less-frequent handshake operations
of the cryptographic algorithm, while the accelerators, designed with features for virtualization,
multitenancy, and isolation, manage the more frequent, CPU-intensive data path operations.
State-of-the-art cryptographic accelerators. SmartNICs such as Nvidia’s Bluefield [1]) and
AMD Pensando’s DSC [48] offer off-data-path, fixed-function accelerators (i.e., ASICs) for popular
security algorithms. However, due to high fabrication costs, ASICs are typically developed only
for cryptographic algorithms that have demonstrated long-term stability. Few studies design
reconfigurable, on-data-path cryptographic accelerators for smartNICs and programmable switches.
For example, (a) Netronome smartNIC with ChaCha algorithm implementation [80], (b) Intel Tofino
switches with implementations of HalfSipHash [55, 74], ChaCha [75], and partial AES [21], and (c)
FPGA hardware implementations for 5G/6G ciphers such as Rocca-S [13], Snow-V [15], ZUC [35],
and AES-GCM [66, 67].

FPGA-based accelerators enable faster adaptation to changing requirements. Table 2 demon-
strates that cryptographic algorithms standardized by telecommunication frequently change, typi-
cally every decade. This rapid evolution makes it impractical to develop an ASIC for the ciphers.
Additionally, Table 1 highlights the diverse data rate and scale requirements for various 5G applica-
tions. To meet these requirements, telecom operators can leverage FPGA-based accelerators, which
offer programmability and reconfigurability in real-time, while maintaining efficiency. Similarly,
military and defense applications often necessitate in-field reprogramming to adapt to evolving
threat models. For example, an encrypted link for an unmanned aerial vehicle (UAV) may require a
new cipher; an FPGA-based module can load a new bitstream in the field, while an ASIC cannot.
Furthermore, if a UAV is captured, the device can be wiped clean remotely to complicate efforts to
reverse engineer the cipher.

Energy efficiency is a crucial challenge in next-generation networks. As communication
networks have advanced, energy consumption has risen, particularly in 5G, where technologies
like massive MIMO and network densification contribute to a higher energy footprint. Further,
emerging Al-driven NextG networks risk increasing power demands, especially due to expanded
edge computing. Improving energy efficiency is crucial for reducing operational costs and expanding
broadband access [46].

Real-world applications require both high performance and resource efficiency. URLLC-
based applications such as Connected Autonomous Vehicles (CAVs) offload real-time sensor and
command data to the network edge (i.e., gNB or edge server) with limited compute capabilities,
expecting latency in the order of milliseconds. Also, a 5G/6G backhaul comprising LEO satellites has
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payloads that are constrained in power and compute, but expect high-bandwidth (~ 10 — 20Gbps)
encrypted communication between satellites and the terrestrial gNBs [9].

Previous research on designing FPGA hardware for 5G and 6G cryptographic algorithms has
primarily focused on two approaches: (a) high-throughput solutions that replicate multiple highly
optimized cryptographic cores to process multiple requests in parallel. While these solutions
achieve high throughput, they consume significant FPGA area and power resources [10, 18, 38,
43]. Alternatively, (b) resource-efficient solutions have been developed that reuse components to
optimize resource and power utilization. However, this approach often leads to increased latency
due to the sequential nature of processing [37, 38, 50].

FlexMesh. In this paper, we propose FlexMesh, a request size-aware, dynamically reconfigurable,
and scalable cryptographic framework, leveraging FPGAs. Our key idea is to utilize the request
length distribution statistics and design cryptographic core variants that aim to overcome the
tradeoff between performance and resource utilization.

Research gaps. To realise FlexMesh, we have two main research gaps. (1) The state-of-the-art FPGA-
based cryptographic systems trade off between performance and resource utilization (i.e., hardware
gate area and power). To mitigate this gap, we design cryptographic cores of variable sizes, where
the performance and resource utilization are proportional to the size of the cryptographic core (early
ideas proposed in our poster [32]). Our system monitors the workload characteristics in real-time to
determine the appropriate cryptographic core variant that optimizes both performance and resource
efficiency (§4). To elaborate, the cryptographic core’s performance depends on the request size to be
(de)encrypted, and for certain request lengths, small-sized cryptographic cores yield performance
comparable to large-sized cores. If the workload comprises request lengths within such a range,
choosing a small-sized cryptographic core saves resources without compromising performance.
(2) Replicating variable-sized cryptographic cores for scalability, results in inefficiencies such as
load imbalance and additional memory overhead to store out-of-order request delivery. We design
a workload-aware load balancer and a work-conserving scheduler to mitigate this gap. These
components are dynamically configured to minimize the memory required to store out-of-order
requests (§4.1).

The key contributions of this paper are:

e We motivate the need for cryptographic core variants by analyzing the latency, resource
efficiency, and power efficiency across real-world 5G workloads (§2).

We design variable-sized cryptographic cores for 5G cryptographic algorithms, Rocca-S, and
AES-GCM that observe the request length distribution to facilitate opportunistic resource
and power savings without compromising performance (§4.3).

e We design a custom load balancer and a scheduler that can be dynamically configured with
workload-specific thresholds to achieve optimal efficiency, and reduce memory to store
out-of-order requests (§4.2).

We develop a prototype of Rocca-S and AES-GCM cryptographic cores (viz, S, M, and L) for
the FPGA target, Xilinx ZCU106 [2]. Additionally, we develop a discrete-event simulator
(in C++) for the custom load balancer and scheduler (§4.2) 1. We evaluate our prototype for
real-world 5G applications such as URLLC, MMTC, IoT, and video-streaming [5, 41, 44]. Our
evaluation demonstrates that FlexMesh helps (a) reduce the request median latency by up to
31.58% respectively, and (b) improve resource and power efficiency by up to 17.94% and 45.24%,
respectively, for MMTC workload [5], compared to the baseline symmetric cryptographic
cores.(§6).

To support reproducibility, our open-source code is available at: https://github.com/pnl-iiitd/flexmesh.
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2 Design requirements and solution approaches

This section states the design requirements (R) and describes the solution approaches (S) employed
by FlexMesh. The details about the datasets used in the motivation plots are available in Table 8.

@ To avoid the rigidity and inefficiency of fixed-function cryptographic cores, resource provisioning

must support dynamic and adaptable operation.

Design variable-sized FPGA-based cryptographic cores. Static resource provisioning techniques
designed for peak performance or peak efficiency are sub-optimal and inflexible. We designed
three cryptographic core variants for both Rocca-S and AES-GCM ciphers, viz., small (S), medium
(M), and large (L), that vary in terms of performance and resource utilization. For example, an L
core is designed with the maximum permissible parallelism, resulting in maximum FPGA resource
utilization (see Table 3). Fig. 1 shows Rocca-S’s resource efficiency for real-world workloads (viz.,
IoT [44], 5G video-streaming [41], 5G URRLC [5], and 5G MMTC [5]) across cryptographic core
variants, relative to the S core. Here, resource efficiency measures the throughput per resource unit
(i.e., per logic gate in the case of FPGAs). We observe that the S core outperforms in the case of
video-streaming by 34%, and the M core outperforms by up to 16% for other workloads, motivating
the need for flexibility to configure hardware resources to come up with a core that suits best for a
specific workload. We observe similar trends across AES-GCM cryptographic core variants as well.

@ To ensure effective scaling, systems must be designed to optimize resource efficiency, power
efficiency, and latency concurrently.
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Orchestrate asymmetric cryptographic cores (i.e., variable-sized cores) based on the workload
distribution. Figures 3a and 3b shows the resource efficiency, power efficiency, and median latency
of Rocca-S cryptographic algorithm for 5G-MMTC [5] and 5G video streaming [41] workloads,
relative to the baseline, (S, S). We observe that for MMTC workload, (M, L) cryptographic core is up
to 18% resource-efficient, 45% power efficient, and reduces the median latency by 88%, whereas, for
the YouTube dataset, (S, S) is the most resource and power-efficient, but (S, L) reduces the median
latency by 50% with the second highest power efficiency, and the third highest resource efficiency.
We argue that the choice of cryptographic core variants depends on the use case requirements
and workload distribution, and this distribution can change over time. We leverage FPGA-based
accelerators that support dynamic orchestration and reconfiguration of the offload hardware.

@ Need for load balancer and scheduler design to efficiently distribute requests across asymmetric
cryptographic cores.

@ Design of a size-aware load balancer. State-of-the-art cryptographic offload solutions employ
simple scheduling policies such as round-robin (RR) to distribute the incoming requests across
replicas of the same cryptographic core (i.e., symmetric) for scale. FlexMesh replicates cryptographic
cores having varying capabilities, raising the need for a heterogeneity-aware load balancer and a
scheduler. Fig. 2 shows the resource efficiency of AES-GCM cryptographic cores, M and L, relative
to the S core. We observe that the M core and the L core outperforms after request size of 512 bytes,
and 2048 bytes, respectively.

@ The system must optimize additional hardware resources requirements to store requests processed
out-of-order for cost efficiency.

Custom scheduler with request-size prioritization. To optimize the performance, SOTA schedulers
prioritize requests based on an objective function, resulting in out-of-order processing.The out-of-
order processed requests within a flow are held in buffers until the missing requests are processed,
requiring additional memory hardware. We redesign and configure the existing in-network, scalable
PIEO [58] scheduler to employ request prioritization and work-conservation (see §4.2). Results
show that FlexMesh’s scheduler can significantly reduce the out-of-order memory (see Fig. 14).

3 Background

In this section, we provide an overview of an emerging 6G, viz., Rocca-S cryptographic algorithm.
The 5G/6G AES-GCM cryptographic algorithm overview is presented in §A.

Overview of Rocca-S Algorithm

Proc. ACM Netw., Vol. 4, No. CONEXT1, Article 3. Publication date: March 2026.
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Rocca-S [13, 45] is a high-speed, AEAD (authenticated encryption with associated data) algorithm
designed to meet the stringent performance and security demands of emerging 6G networks on
the wireless link, i.e., between the mobile user (UE) and the base station (gNB).

Rocca-S phases. It is composed of four phases: (1) initialization, (2) processing associated data, (3)
encryption, and (4) finalization (i.e., tag generation) (see Fig. 4).

Rocca-S inputs and output. The input consists of a 256-bit key K = K0||K1, a nonce N of between
12 and 16 octets in length, the associated data AD, and the message M. The output is the corresponding
ciphertext C and a 256-bit tag T. The algorithm also comprises a state array S of 7 blocks where each
block is 128 bits, and two constants Z0 and Z1 of 128 bits each. This state is updated throughout
the algorithm and is used in message encryption and tag generation.

The AES round function. Fig. 5 shows the AES round function, R(S,X@,X1), which takes as
input the state S and two blocks (X@,X1), each 128 bits. The values taken by (X0, X1) depends on
the Rocca-S phase of operation, for example, in initialization phase (X0, X1) are initialized with
(Z0,71). The output of the round function is the update to the state array, Snew = R(S,X0,X1).
The detailed algorithm of the round function is shown in Algorithm 1.

The encryption phase. In this phase, the message M is first padded to PAD(M) to generate blocks
of 256 bits each, and then PAD(M) will be absorbed with the round function. The ciphertext C is
generated at the end of this phase. If the last block of M is incomplete and its length is b bits, i.e.,
0 < b < 256, the last block of C will be truncated to the first b bits. The detailed algorithm for the
encryption phase is shown in Algorithm 2.

Algorithm 1 Round Function of Rocca-S Algorithm 2 Rocca-S Encryption

1: Input: State S[0..6], X, X

g: gutl}l)[ut]: S:%zi[teii Sn?[/[%;é] 1: T;glbtz(jf\’;)dfi/ezié\/lessage PAD(M)[0...m — 1], State S; m =
t Snew[0] < S[6] @ R

4 Spew[1] — AES(S[0],Xp) :,23 g‘;‘f‘:‘%f;p;eitel"f"CksClo“"" -1

21 g‘”’{ﬂ c ﬁﬁﬁgﬁi} ﬁ{g}i 4 C[i]p « AES(S[3] @ S[5], S[0]) ® PAD(M)[i]o

7t Sww[4] — AES(S[3].X1) 5. C[i]; < AES(S[4] ® S[6], S[2]) ® PAD(M)[i];

8: Sel5] — AES(S[4].S[3]) 6: S —R(S, PAD(M)]i]o, PAD(M)[i];)

L 7: end for

9: Spewl6] — AES(S[5],S[4])

Bottleneck. The Round function is the most compute-intensive component of Rocca-S. The initial-
ization phase and the finalization phase call the round function 16 times, while the associated data
processing and encryption phase invoke the function based on the number of AD and M blocks,
respectively. Table 4 shows the cycle breakdown of our baseline Rocca-S implementation (Srocca—s)
for the phases, initialization, process AD, encryption, and finalization. We observe that the four
phases consume 98, 194, 2002, and 98 cycles, respectively, for 500 blocks. This implies that the
encryption phase is the bottleneck. We discuss the optimizations to reduce the cycles required to
encrypt, and design cryptographic core variants in §4.3.

4 Design

In this section, we describe the design overview and discuss the details of each FlexMesh component.

4.1 FlexMesh design overview

FlexMesh architecture (see Fig. 6) comprises (a) data plane: the cryptographic accelerator pipeline on
the FPGA NIC, and (b) control plane: the orchestrator module at the host, which periodically monitors
the workload statistics, and dynamically (re)configures the accelerator pipeline components. The
data plane components include (a) the pre-enqueue function, (b) a size-aware load balancer, (c) a
workload-aware scheduler, and (d) the cryptographic cores. The FPGA resources and the onboard
memory are also consumed to store (a) the dataplane components, (b) the workload distribution
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Fig. 6. FlexMesh Design

statistics, and (c) the out-of-order (OOO) processed requests. We discuss the choice of parameters
and their values for the load balancer and scheduler in §5.4. We now discuss each design component.

Pre-enqueue function. This component is responsible for three primary tasks. (1) Aggregation of
incoming requests: The requests are aggregated into a message for protocols such as TLS, which
operate on per-message (de)encryption. In contrast, the 5G encryption standards, such as Rocca-S,
Snow-V, ZUC, and IPSec, implement per-packet (de)encryption. (2) Append and initialize request
metadata: The request descriptor for a request "i" is initialized with the metadata, including: (a)
rank, r;.rank, this parameter is used by the scheduler to prioritize requests to reduce the memory
overhead to store out-of-order requests. The pre-enqueue function assigns a unique rank to each
request size range, with the largest range assigned the rank ’0’, indicating the highest priority. For
example, if the maximum permissible request length is 8000B, then the request length range of
7500B to 8000B is assigned a rank "0", 7000B to 75008 is assigned a rank "1", and so on; (b) request
length, r;.len, is used by the load balancer for request classification; and (c) té ligible indicates the
time after which the request is eligible for scheduling. (3) Maintain workload distribution statistics:
The pre-enqueue function keeps track of the distribution of request counts for each rank, i.e.,
request range. The orchestrator periodically retrieves these statistics to determine if the workload
conditions have changed. If changes are detected, the orchestrator uses the monitored statistics to
identify a new configuration for the load balancer and the scheduler (see §C).

Size-aware load balancer. To improve the balance between performance and resource utiliza-
tion, FlexMesh proposes the use of variable-sized cryptographic cores. The orchestrator deploys
multiple instances of these cryptographic cores to address the scaling demands of incoming requests.
As shown in Fig. 13, the performance of Rocca-S cryptographic cores varies with request lengths,
i.e., the M core performs best from request sizes of 128 bytes, while the L core outperform at request
sizes over 1456 bytes (see Fig. 2 for AES-GCM details). Consequently, standard load distribution
techniques like round robin (RR) may not be optimal. FlexMesh proposes a size-aware load balancer
that classifies incoming requests and allocates them to the respective core’s work queues based on
size thresholds set by the orchestrator.

Worload-aware scheduler. In FlexMesh, based on the scaling demand and resource availability,
the orchestrator can deploy "n" variable-sized cryptographic cores (C;), with "k;" instances (i =
1..n). Each core C; is assigned a logical work queue (WQ;) and a short FIFO queue (FIFO;). The
load balancer enqueues the requests in the work queue, WQ;, based on the classifier’s predicate.
The scheduler picks the appropriate request from the work queue and enqueues it in the FIFO

queue, based on the scheduling policy. The scheduler design must adhere to the following primary
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properties: (a) flexibility: the scheduler parameters must be configurable, (b) work-conserving: the
cryptographic cores must never remain idle if the system has pending requests, (c) scalability: the
scheduler must manage enough concurrent flows (say, ~ 100K), and (c) performance: can take
scheduling decision at line rate. We leverage the PIEO scheduling abstraction [58] that supports
these scheduler properties. To utilize PIEO, we decide the scheduling policy based on our use case
and identify the right configuration values for the scheduler parameters. A detailed discussion of
the FlexMesh scheduler with priority (FlexMesh,,) design is discussed in §4.2.

Given that the scheduler is programmable, we compare scheduling policies in §6, viz., round-
robin, non-work-conserving scheduler with load balancer (FlexMesh , ), work-conserving with
load balancer (FlexMesh), and work-conserving with load balancer and request-size prioritization
(FlexMesh,), and the deployer can make a choice based on the workload and the objective function.
We explain all the scheduling policies with the help of a toy example in §B.

Variable-sized cryptographic cores. As discussed earlier, the objective of designing variable-sized
cryptographic cores is to minimize the performance and efficiency tradeoff. We discuss the design
of variable-sized cryptographic cores for Rocca-S and AES-GCM algorithms in §4.3.
Orchestrator. The orchestrator serves as FlexMesh’s control plane that periodically monitors
dynamic workload characteristics, determines if the data plane configuration needs to change,
deploys (or removes) cryptographic core instances, and configures the load balancer and scheduler
parameters.Given the monitored load, we design a model to predict the optimal set of cryptographic
cores (details in §C). A deployer configures the model’s parameters to guide the orchestrator’s deci-
sion. For example, the deployer can assign tolerance limits beyond optimal configuration for latency,
resource efficiency, and throughput based on the use-case demand and the QoS requirements.

4.2 FlexMesh scheduler

The scheduler needs to address two primary questions: (1) When does an element become eligible
for scheduling? and (2) What should be the scheduling order among the eligible elements? The
answer depends on the objective function. In the case of an in-network cryptographic system, we
state three objectives: (1) minimize the memory required to store out-of-order (OOO) requests 2, (2)
avoid starvation, i.e., bounded waiting time, and (3) ensure work-conservation.

To achieve the scheduling objectives, we configure the components and parameters of the
PIEO [58] primitive, (a) request’s rank, r;.rank; (b) the maximum wait time after which the request

2000 requests do not impact the correctness of the cryptographic operation. For protocols that require message ordering
prior to (en)decryption, the requests are aggregated during the pre-enqueue phase.

Proc. ACM Netw., Vol. 4, No. CONEXT1, Article 3. Publication date: March 2026.



Designing Size-aware Cryptographic Primitives for FPGA-based Accelerators 3:9

Resource MRocca-s | LRocca-s || (S; L)Rocca-s | (M, L)Rocca-s || Maks-Gem | Laes-gem || (S, M)ags-gem | (S, L)aEs-gem
LUT 1.02% 1.16X 1.08% 1.09% 1.58% 2.44X 1.29% 1.72%
BRAM 2% 3.33% 2.16X 2.66% 1x 0.93% 1x 0.96x
Flip ﬂops 0.94% 0.94% 0.97%x 0.94% 1.36% 1.91x 1.18%x 1.45%
Dynamic Power (W) 1.03% 1.06X 1.03% 1.04X% 1.30% 1.71% 1.15% 1.35%
Gate Equivalence 1.18x 1.51x 1.25% 1.35% 1.33% 1.78x 1.16x 1.39x

Table 3. Comparing Rocca-S and AES-GCM’s resource utilization for individual and scaled cryptographic
cores, relative to the corresponding S and (S, S) variants, respectively.

is eligible to be scheduled, t;4,¢s5; and (c) the predicate function that selects the next request to be
scheduled. Fig. 7 shows the design of the FlexMesh,, scheduler.

Scheduler workflow. To schedule a request for a cryptographic core, C;, the scheduler works in
two stages.

Stage 1: Filter all eligible requests. To maintain a bound on the request wait time (¢;yesn), We
define a parameter, té ligible for request "i", as

t‘lfligible = lthresh + t(llrrivalftime; if(tcurrent e t(leligible) {ri'eligible = true;}

i

If teurrent 2 teligible’

mark this request as eligible for scheduling, i.e., r;.eligible = true. The scheduler checks the request

eligibility for all the requests in the work queue, WQ;, and the filtered (i.e., eligible) requests proceed

to the next stage. FlexMesh configures the scheduler parameter, ¢;p,¢sp, based on the application

Service Level Objectives (SLO). A higher t;p,.s, value implies a higher waiting time in the queue.

i.e., request r; has waited longer than the maximum admissible wait time, then

Stage 2: Choose amongst the eligible requests. The scheduler evaluates the predicate function
(user-defined) to pick one element out of the eligible ones. (see Fig. 7) To minimize the memory
requirement to store OOO requests, we assign the request’s rank, r;.rank, based on the request size
range. The scheduler maintains the list data structure with request descriptors sorted by the request

rank. The scheduler hardware computes the r"; ligible for all the requests in the list using parallel

comparators. The predicate function selects the eligible request (r,

ligible = true) with the smallest
rank (i.e.. the one with the largest request length range) from the head of the list . If the filtered
request list is empty, i.e., no eligible requests, the output of the predicate evaluation is NULL. In
such a case, the first packet in the queue is chosen (FIFO).

Work-conserving. While scheduling the request for C;, if WQ; is empty, the scheduler picks the
first packet from other work queues, ensuring a work-conserving solution.

4.3 Designing variable-sized cryptographic cores

To optimize the hardware-accelerated implementation of Rocca-S and AES-GCM, we apply op-
timizations such as loop unrolling and array partitioning across the entire algorithm, wherever
feasible. Loop unrolling is used to increase parallelism by generating multiple instances of loop
iterations, reducing control overhead, and enabling concurrent execution of independent operations.
Array partitioning transforms memory structures by splitting them into smaller, independently
accessible segments, reducing access conflicts and improving memory bandwidth. Table 3 shows
the resource utilization of individual and scaled cryptographic cores relative to the corresponding
S and (S, S) variants, respectively.

3 Alternatively, rank can be assigned based only on the flow ID, and the predicate function can prioritize requests from the
oldest flow. Nevertheless, these predicate functions do not guarantee a bound on the out-of-order memory, as the scheduler
deliberately operates independently on each work queue to eliminate shared state and synchronization overheads.
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- Function S _ MaEgs— L _GC
Function SRocca-s MRocca-s LRocca-s K - AEiz,?CM AEf27GCM AE§27GCM
Tnitialization 98 34 18 ¢y expansion

GHASH 5027 2782 1435
Process AD 194 66 34
Encrypt 2002 502 252 GCTR 1531 1531 1531
Tag generation 98 34 18 Others 1019 1027 1035

(a) Cycles per 500 blocks (i.e., 64Kb) (a) Cycles per 500 blocks (i.e., 64Kb)

l Function [ sRocca—S [ MRocca—S [ LRncca—S l Function SAES?GCM MAES?GCM LAES*GCM
E ¢ 3 5 7 GHASH 10 6 3
[ Bnerypt | [ | GCTR 3 3 3
(b) Cycles per two blocks (i.e., 256b) b) Cycles per block (i.e., 128b
Y p

Table 4. Performance of Rocca-S components under
different parallelism configurations.

Table 5. Performance of AES-GCM components un-
der different parallelism configurations.
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Fig. 8. Srocca-s cryptographic
core design.
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Fig. 10. Lrocca—s cryptographic core design.

4.3.1 Rocca-S cryptographic core design. Table 4 presents the performance in terms of the number
of cycles consumed for each Rocca-S phase. We designed the baseline Rocca-S core (Sroccq-s) and es-
timated the cycle information using High-level Synthesis (HLS) [7]. Srocca—s did not consider round
function parallelization, and acts as the baseline. Algorithms 1 and 2 show that the initialization and
encryption functions use the AES function, 2 and 6 times, respectively. In total, 8 AES invocations
are made to generate one block of ciphertext, including 2 AES invocations for generating the
ciphertext and 6 AES invocations in the Round Function. The Round function operates on two
128-bit blocks. For 64Kb of data, i.e., 500 blocks of 128 bits each, the Encrypt function consumes
2002 cycles, out of which 2000, i.e., 8 * 250, (250 AES iterations for 500 blocks) are consumed by the
Round function. This implies that it takes 1 cycle to process one AES iteration.

Cryptographic core variants for Rocca-S. The Round function invokes six independent AES
computations per iteration, and the Encrypt function has two more AES computations. Since these
computations are independent, they can be executed in parallel by leveraging an optimized hardware
implementation. For our baseline, i.e., the Spoccq—s core (see Fig. 8), the entire implementation shares
a single AES unit. This forces sequential execution but saves on resources, resulting in 8 cycles
(2 + 6) in the encrypt function for a 256-bit block (see Table 4).

Mgocca—s- We implement four AES units in parallel to compute four AES computations within one

clock cycle (see Fig. 9). The two AES calls of the Encrypt Function and two out of the six AES
calls of the Round Function can be completed in one cycle. The remaining four AES calls of the
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Fig. 11. Mags-cem crypto-
graphic core design.

Fig. 12. Lags-gcm cryptographic core design.

Round Function can be completed in the next cycle. Therefore, each 256-bit block of cipher can be
generated in two clock cycles.

LRocca-s- Here, we implement eight AES units in parallel so that all eight AES computations can be
completed in one clock cycle to generate a 256-bit cipher block (see Fig. 10).

4.3.2  AES-GCM cryptographic core design. In §A, we have identified that the AES GHASH function,
which is used for tag generation, is the primary bottleneck and it is inherently sequential. In AES-
GCM, for each input block, GHASH requires one polynomial multiplication with the hash subkey,
H. If the length of AD and cipher, C, is "m" and "n" blocks, respectively, the GHASH operation
would require a total of (m + n + 1) multiplications, making GHASH function cycle-intensive.
Finite field multiplication over GF(2!%) has a complexity of O(n?), where n is the bit-width of
the operands (128 bits).To reduce this computational burden, a Karatsuba-based multiplier [79]
is employed, which lowers the multiplication complexity from O(n?) to O(n'°823) ~ O(n!-%).
Karatsuba’s method recursively splits the operands and replaces some of the multiplications with
XORs, which are less expensive in hardware. This structure supports pipelining and improves
throughput, reducing the cycle count in the tag generation phase without fundamentally altering
the algorithm’s correctness.

Cryptographic core variants for AES-GCM. By reformulating GHASH as a polynomial over
GF(2!%8), parallelism can be exploited [53, 54]. The chained computation:

(((((A1-H®Ay) HOA3) HOAy) HOAs5) - H® Ag) -+ (1)
can be rewritten by grouping terms and factoring out powers of H:
(AH* @ A)H? @ As - )H? ® (AH? ® A)H? @ Ag - - )H (2)

This rearrangement enables parallel computation of the odd and even indexed input blocks,
each forming a separate partial result that can be independently evaluated and combined later.
This technique enables 2-way parallelism and can be extended to 4-way or higher parallelism by
expressing the GHASH polynomial using higher-order groupings.

Fig. 11 and Fig. 12 show the design of our GHASH cryptographic core implementations that
utilize 2-way (Mags—cem) and 4-way parallel (Lags—cem) versions of the GHASH function to
reduce cycle consumption, trading off additional hardware resources. Table 5 shows the impact
of the optimizations in reducing the cycles for the GHASH function, thereby improving overall
throughput.

5 Implementation

This section will describe the implementation of cryptographic core variants and the discrete-event
simulator for the load balancer and the scheduler. We implemented three Rocca-S cores (Srocca—s»
MRocca-$> LrRocca-s) and three AES-GCM cores (Sags-cem, Mags—cems Laes-cem) on the FPGA
ZCU-106 [2] board.
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Num Enqueue & | Load

Request Tpt Dequeue | balancer Frequency | Latency Num ZCU-106 [2] Alveo U55C [3]
Sdesc. (Mpps) (#Clocks) | (#Clocks) (MHz) (ns) ;{Seq. desc. LU;;(%) FII(S%) BRA;VI(%) Ll,;"l}%) Fl;(?) BRAéVI(%)
2 100 8 ! 160 26 210 494 124 0 191 21 0

210 65 8 1 140 64 : : : -

Table 7. Scheduler’s resource utilization on different

Table 6. Scheduler’s performance and overheads
FPGA platforms.

5.1 Cryptographic Core Implementation

We wrote the AES-GCM and Rocca-S algorithms using the High Level Synthesis (HLS) [7] software
tool in C/C++. The AES algorithm and the Rocca-S algorithms spanned around 1.3K, and 460 lines
of code, respectively. In HLS, we tested the software code with simulation, synthesis, co-simulation,
and implementation. We verified the correctness of the algorithm by matching results with the test
vectors from the AES-GCM RFC [52] and referred to the research paper for Rocca-S [13].

In the implementation of AES-GCM, we defined macros for modular programming. The macros
help the automatic generation of variable-sized AES-GCM cores based on the configured number
of instances of GCTR and GHASH. The resultant core ran at 240Mhz. Using Vivado [71], we made
a block design in which we connected the AES-GCM core to the board’s CPU, a DMA engine, and
BlockRAM (BRAM) to store the inputs. After validating the block design, we generate the required
bitstream (i.e., executable) for the FPGA fabric. The workload generator at the FPGA CPU was
written using the Vitis tool [4], and the FPGA was connected to the host via JTAG [6]. We generated
the workload with varying packet sizes, and using real-world workloads (see Table 8). We were
restricted to a maximum request size of 8000B, since our board did not have enough memory. For
larger requests, we worked on fragmented requests.

5.2 FlexMesh scheduler hardware implementation

We implemented the pre-enqueue function and the load balancer on the ZCU-106 FPGA board
to generate the request descriptors for the scheduler. We rely on the PIEO implementation [58]
for the FlexMesh, scheduler’s enqueue and dequeue functions, as it is a well-optimized Verilog
implementation. We implemented the Round-Robin scheduler on the ZCU-106 FPGA’s CPU with
two AES-GCM cryptographic cores on the FPGA to validate FlexMesh simulator for scheduling.
Scheduler hardware performance and overheads. Table 6 shows that the FlexMesh scheduler’s
performance depends on the number of request descriptors in the scheduler’s list data structure.
The number of parallel hardware comparators increases with the list length, resulting in a reduced
board frequency that impacts resource efficiency and throughput. The scheduling latency (with
load balancer) for 28 list length implementation is 9 clock cycles, i.e., 56 ns running at 160 Mhz.
The scheduler throughput is 100 Mpps, i.e., 282 Gbps, assuming an average packet size of IMIX
traffic [69]. This throughput is more than sufficient to meet the requirements of our current
cryptographic core implementations.

Scheduler resource overhead. Table 7 maps PIEO scheduler’s resource utilization to the FPGA
boards ZCU-106 and Alveo U55C. The scheduler utilizes significant resources on smaller FPGA
boards. However, these FPGA boards can leverage FlexMesh’s workload-aware, variable-sized
cryptographic cores with a round-robin scheduler design, without significant scheduling and
resource overheads, i.e., 1 clock cycle (4 ns) for the load balancer, and 0.03% and 0.01% of LUT and
FF utilization.

Dynamic reconfiguration overhead. The time required to load a partial bitstream into a re-
configurable region of an FPGA, i.e., Dynamic Partial Reconfiguration (DPR) depends on [12]: (a)
bitstream size, and (b) reconfiguration bandwidth (e.g., ICAP/MCAP/JTAG). For example, the Rocca-
S bitstream DPR time is ~ 2.33sec on the ZCU-106 FPGA board via JTAG, whereas the estimated
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DPR time for the Alveo U55C FPGA board using PCle MCAP is 24msec [12]. That is, FlexMesh’s
dynamic reconfiguration framework is useful when the workload characteristics are stable for at
least a few seconds. We recommend using high-bandwidth interfaces such as ICAP and MCAP to
limit the reconfiguration time to 10s of milliseconds.

5.3 Discrete-event simulator for load balancing and scheduling

We implemented a discrete-event simulator for the size-aware classification-based load balancer, and
all the scheduling policies, including FlexMesh versions and round-robin. This code spanned around
1.5K lines of code. We obtain the request processing latencies from our FPGA-based implementation
and feed the service time information to our simulator. Our simulator implementation incorpo-
rates the real-world service time and the estimated hardware overheads of the scheduler. Since
FPGAs are cycle-accurate by design, the simulator results represent the real-world performance.
To validate the performance metrics generated by our simulator, we compared our FPGA-based
Round Robin scheduler results with the simulation results. Our simulated request completion time
is overestimated by up to 12% (i.e., 0.46ns) for small request sizes, i.e., 80B, and up to 3% for large
request size, i.e., 1.4KB, compared to the FPGA results.

5.4 FlexMesh’s parameter configuration

Threshold selection for the load balancer, Thrx x to distribute requests across multiple
cryptographic core instances.
To distribute the load efficiently across

i i i ; £X7 (a) Lrocea—s With baseline "S* [ (b) Lrocca-s With baseline "M"
variable-sized cryptographic core instances, 2) Erocea-s with baseline Rocea-s With baseline

executing the same cipher algorithm, our -’:2;0,5 NSNRKN
classifier-based size-aware load balancer must g g e @ g

be configured with threshold value(s). The £4°° [y

threshold depends on the performance of the g ] i

deployed cryptographic cores. We profile the gg"'z % % % %
cryptographic core variants for multiple re- = $oo i =

quest sizes to decide the threshold. Fig. 13 &, @ % @

shows that Rocca-S’s M core outperforms the O I e B et Sive (Bytag) _ 471688000

§ core from 128B, and L outperforms M core af- Fig. 13. Rocca-S’s efficiency, i.e., throughput per gate,
ter 1456B, hence setting these values as thresh- relative to the cryptographic cores, S and M.

olds for the asymmetric Rocca-S cryptographic

cores, (S,M) and (M,L), respectively. Fig. 2 shows the threshold configuration for AES-GCM cores.
Configuration of number of request descriptors for FlexMesh,. FlexMesh, scheduler can
make better choice of the largest size request by comparing more requests in parallel, i.e., with more
comparators. However, the FPGA resource utilization increases with the increase in comparators,
i.e., number of request descriptors (see Table 7). We choose 256 request descriptors to limit the
scheduler’s resource utilization.

6 Evaluation

Experiment setup. We used an AMD Ryzen 9 5950X 16-Core Processor host with 32 cores
for our scheduler simulation, and tested our cryptographic core implementations on the FPGA
(ZCU-106+ [2]) board.

Configurable parameters. (a) Threshold values for the load balancer when asymmetric cryp-
tographic hardware is deployed, viz., Thrrocca—sr, Thrrocca—mLs Thraes—gem—sm> Thraes—gem-sL
(see §5.4), (b) Threshold for request waiting time, and (c) Scheduling policy, viz, Round-robin

Proc. ACM Netw., Vol. 4, No. CoONEXT1, Article 3. Publication date: March 2026.



3:14 Aditya Peer et al.

Workload characteristics Application Metric to be
Workload - L
Min Avg Max | Data Rate | Inter-packet-time type prioritized
(bytes) | (bytes) | (bytes) | (Gbps) (sec)
10T (MAWI) 50 1010.74 | 1504 3.90 3.2 DNS,HTTP Resource
5G Video-streaming 76 1080.34 | 1444 0.087 7.8 Youtube Latency
5G URLLC 96 615.07 4764 8.83 0.2 Meet Resource/Power
5G MMTC 88 854.37 | 10048 12.07 0.3 Gmail,Google Fi,Teams | Resource/Power

Table 8. 5G use cases depicting variability in data rate and traffic density requirements [5].

Performance & Resource util. AES-GCM state-of-the-art FPGA solutions FlexMesh
(FPGA-based AES-GCM) Cibik [23] Henzen [30] Zhou [79] Stavrou [61] || Saes-ccm Maes-cecm Laes-cem
Number of clock cycles 21 11 19 31 13 9 6
Operating frequency (in MHz) 229 233 287 227 240 240 240
LUT utilization 85K 760K 211K 81K 36K 81K 142K
BRAM utilization 200 450 59 1 89 89 89

Table 9. Comparing FlexMesh with state-of-the-art AES-GCM FPGA solutions.

ASIC vs. FPGA In-path (de)encryption (64B) Bulk (de)encryption (2KB)
Performance |ASIC [47] [Sags-Gem | Mags-Gem | LaeEs-Gem || ASIC [47] | Sags-Gem | MagEs-Gem | LAES-Gem
(AES-GCM) | (4 cores) (1 core) (1 core) (1 core) (2 cores) (1 core) (1 core) (1 core)

Latency (ns) 2145 250 150 134 30749 6656 4608 3072
Throughput 884 Mbps 2 Gbps 3.4 Gbps 3.8 Gbps 125 Gbps | 2.46 Gbps 3.55 Gbps 5.33 Gbps

Table 10. Comparing FlexMesh with commercial Nvidia’s Bluefield AES-GCM ASIC solution.

(RR), FlexMesh nwc (non-work-conserving), FlexMesh (work-conserving), and FlexMesh,, (work-
conserving with request size prioritization)

Metrics. (a) Throughput refers to the number of bits encrypted per unit time; (b) Resource-efficiency
refers to the maximum achievable throughput per unit FPGA resource (i.e., gate); (c) Power-efficiency
refers to the maximum achievable throughput per unit Watt; (d) Latency includes the request’s
processing time and the waiting time in the queue; and (e) Memory overhead due to out-of-order
(OOO0) processing refers to the amount of additional memory required to store OOO requests.
Workload. We test FlexMesh over real-world 5G datasets [5, 41, 44] with diverse use cases such as
IoT, video streaming, 5G-URLLC, and 5G-MMTC (see Table 8).

Research Questions.

[RQ1] How do FlexMesh’s AES-GCM and Rocca-S cryptographic cores perform compared to the
state-of-the-art FPGA, ASIC, and commercial solutions? Table 9 shows that the best perform-
ing FlexMesh core, Lags—gcm, needs 5.1 fewer cycles for encryption and authentication compared
to the slowest state-of-the-art FPGA solution [61] but uses 99% more BRAM resource. How-
ever, FlexMesh’s Lags—ccm uses 1.8X fewer cycles, 89% and 80% fewer LUT and BRAM resources,
respectively, compared to the fastest state-of-the-art FPGA solution [30].

Table 10 compares FlexMesh AES-GCM (de)encryption performance with the commercial AES-
GCM ASIC designed for Nvidia’s Bluefield DPU [1]. The ASIC performance is obtained from
Nvidia’s DOCA benchmarks [47], and FlexMesh performance is obtained using the ZCU-106 FPGA
board. In-path latency measures the duration between the submission of a single request and its
completion across 4 parallel cores. In contrast, the bulk mode submits a group of requests from the
same flow (a single decryption key is used) in parallel, utilizing 2 cores and 4 threads, to improve
throughput. Nvidia’s AES-GCM ASIC shows 93.8% higher average latency, and 0.26x throughput
compared to FlexMesh’s Lags—Gcm cryptographic core for in-path decryption of 64-byte requests,
and up to 90% higher average latency compared to FlexMesh’s Lags;cm cryptographic core for
large (i.e., 2KB) requests in bulk mode. However, Nvidia’s AES-GCM ASIC outperforms FlexMesh in
terms of throughput by up to 24X in bulk mode, as the ASIC batches the requests, processes them
in parallel across the cores, and amortizes the data fetch time. In contrast, a single FlexMesh core
processes the requests sequentially.
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Fig. 14. Comparing scheduling policies for 5G-MMTC across Rocca-S’s symmetric and asymmetric crypto-
graphic cores. FlexMesh improves the efficiency with OOO memory trade-off, while FlexMesh, focuses on
minimizing the tradeoff.

ASIC: serial ver. | ASIC: unrolled ver. | Srocca-s | MRocca-S | LRocca—s
ASIC vs. FPGA (Rocca-S) Anand et. al [13]| Anand et. al [13] | (1 core) | (1core) | (1 core)
Number of clock cycles (AD: 1024b, PT: 2048b) 2368 22 292 92 48
Operating frequency (in Mhz) 10 10 240 240 240
Throughput 1.53 Mbps 284 Gbps 8 Gbps 32 Gbps | 64 Gbps
Resource utilzation (Gate Equivalence) 12.7K 1028K 203K 241K 309K
Power consumption 0.12 microW 3.5 mW 4.3W 4.5W 4.7W

Table 11. Comparing FlexMesh with state-of-the-art Rocca-S ASIC solution.

Resource efficiency Request latency 25 Out-of-order memory Power efficiency
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Fig. 15. Comparing OOO memory overhead of FlexMesh and FlexMesh,, for Rocca-S asymmetric cores for
5G-gNodeB workload. The OOO improvement is marginal due to low load, but the performance does not
degrade with prioritization.

Table 11 compares FlexMesh’s FPGA-based Rocca-S performance and resource/power utilization
with the state-of-the-art [13] Rocca-S serial and unrolled ASIC variants. We observe that the
unrolled state-of-the-art version 4.4X higher throughput, 54% lower latency, and 99.9% lower power
consumption? compared to FlexMesh’s Lrocca—s cryptographic core, at the cost of 3.3x higher
resource utilization. FlexMesh’s Lroccq—s shows 41.8% higher throughput, 97.9% lower latency
compared to the serial version of the state-of-the-art Rocca-S ASIC, at the cost of 95.8% and 99.9%
higher resource utilization and power consumption, respectively.

[RQ2] What are the tradeoffs across scheduling policies in terms of performance and efficiency?

Fig. 14 compares the scheduling policies, round-robin (RR), non-work-conserving FlexMesh ¢, FlexMesh
(work-conserving), and FlexMesh,, (work-conserving with request-size prioritization) across sym-
metric and asymmetric cryptographic cores. The work-conserving schedulers, FlexMesh and FlexMesh,,,
outperform in terms of resource efficiency, power efficiency, and packet latency. We observe

4FPGAs are more power-hungry compared to ASICs.
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Fig. 16. Comparing performance of static (Round-Robin (RR) and FlexMeshstqric) and dynamic scheduling
policies for 5G-Mixed workload. RR uses (S,S) core, FlexMeshsasic uses (S,L) cores, and FlexMeshgynamic
switches between the two.

that FlexMesh, (M,L) outperforms the baseline, RR(S, S), in terms of resource-efficiency, power-
efficiency, and latency by 17.94%, 45.24%, and 31.58%, respectively. Additionally, (L, L) core performs
almost at par with FlexMesh, (M,L), but it is inefficient due to high FPGA hardware usage.
[RQ3] What is the performance tradeoff that one has to pay in terms of additional memory
requirement to store OOO requests? Fig. 14 and Fig. 15 show the reduction in the memory required
to store OOO requests for 5G-MMTC and 5G-gNodeB workloads, respectively. From Fig. 14, it is
intuitive that single queue RR and non-work-conserving scheduler FlexMesh ,¢ will have minimal
out-of-order requests since the flow order is not disturbed much. FlexMesh,, reduces the impact
of FlexMesh’s OOO scheduling by 99% and 22.64% for 5G-MMTC and 5G-gNodeB workloads,
respectively.

[RQ4] How does dynamic scheduling, FlexMeshgynamic, perform compared to static scheduling
for real-world workload? Fig. 16 compares the resource efficiency of FlexMeshqynamic scheduling
with FlexMesh using Rocca-S(S,L) and Round-Robin scheduling that uses Rocca-S(S,S) cores. In
the case of FlexMeshgynamic, the orchestrator monitors the workload characteristics every 1 sec.
FlexMeshgynamic was using RR(S,S) core from ¢ = 0s, and the orchestrator observes a significant
change in the load during the interval, F, and switches to Rocca-S(S,L) core with FlexMesh scheduling
atinterval, G, att = 7.1s. The switching for dynamic scheduling requires 100ms, including analytical
model computation and DPR overhead. We observe that FlexMeshqynamic catches up with the best
static design, achieving 52% and 7% improvements in resource efficiency over RR(S,S) and FlexMesh
scheduling algorithms, respectively.

7 Related Work

Cryptographic accelerators. Modern CPUs support specialized CPU instructions for accelerated
cryptographic processing (AES-NI [28] and SHA [29]), but they take up significant CPU cycles.
SmartNICs [1, 19, 48]) come with off-data-path, fixed-function accelerators (or ASICs) for popular
security algorithms. However, due to high fabrication costs, these fixed-function accelerators are typ-
ically only developed for cryptographic algorithms that have demonstrated long-term security. Prior
works have proposed reconfigurable, on-data-path accelerators using programmable network cards
or switches. For example, a) ChaCha cryptographic algorithm is implemented on the Netronome
smartNIC [80] and Intel Tofino [75] switch, (b) Intel Tofino switches with implementations of
HalfSipHash [55, 74] and partial AES [21], and (c) FPGA hardware implementations for 5G/6G
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Cryptographic

algorithm Sub-function unrolled to gener-| Key idea

ate cryptographic core variants

AEGIS-256 [70] AES round function AEGIS uses multiple AES blocks to update the state elements after each encryption
round. AEGIS hardware can be designed to increase the number of encrypted
blocks per clock cycle by leveraging parallel instances of the AES round function.

ChaCha20 [56] Quarter-round functions ChaCha20’s state matrix is updated using the quarter-round function after every
use. ChaCha20 hardware can unroll up to four quarter-round functions to accel-
erate the encryption process.

SNOW-V-GCM [26] | GHASH function In the case of SNOW-V-GCM, the bottleneck GHASH function could be used to
generate cryptographic core variants based on FlexMesh’s AES-GCM design.

SNOW-V [38] Key generation function Snow-V’s key generation function, which uses the LFSR and FSM, can be unrolled
to generate multiple keys in a single clock cycle.

ASCON [27] Round transformation function ASCON hardware can unroll the round transformation function to compute

multiple rounds in a single clock cycle, viz., 1x, 2x, 3x and 6x, where the multiplier
represents the unroll degree.

ISAP [24, 36] Round transformation function ISAP variants, ISAP-A-128A and ISAP-A-128, use the round transformation func-
tion similar to ASCON, and this function can be unrolled to achieve speedup.

Table 12. Example next-generation cryptographic algorithms that can leverage FlexMesh

cryptographic algorithms such as Snow-V [15], ZUC [72], Rocca-S [13], and AES-GCM [66, 67]
cipher algorithms. However, the reconfigurable cryptographic accelerators are designed for either
a high-performance [10, 18, 38, 43] or a resource-efficient solution [38, 50], but not both. We design
workload-aware cryptographic cores that help balance the performance and efficiency trade-off.
Load balancing. To scale the system, multiple cryptographic cores are programmed on the
reconfigurable FPGA NIC. Prior works propose load balancing algorithms such as Join shortest
queue (JSQ), Join Lightest queue (JLQ) [57], and Join Bounded-Shortest-Ranked-Queue (JBSRQ) [42],
that assume homogeneous target servers. On the contrary, FlexMesh uses workload-aware thresholds
for request classification across heterogeneous cores.

Scheduling. Prior works, PIFO [59] and PIEO [58], design in-network scheduling frameworks
that can be used to express multiple scheduling algorithms at line rate. To implement aging, PIEO
(15Mpps, 10Gbps) strictly selects the smallest-ranked eligible packet, whereas PIPO [77] (70Mpps,
40Gbps) scales the solution by approximating the requirement to a small-ranked eligible packet.
BMW-tree [73], BBQ [14], and ClubHeap [22] design optimized hardware data structures to scale
up to 100K+ flows with above 100Gbps data rates, and support for multiple tenants. FlexMesh adds
a new use-case, scheduler for heterogeneous compute units, by reusing the SOTA components, and
thereby complements the existing works.

8 Discussion
8.1 Extending FlexMesh to popular next-generation (5G/6G) cryptographic algorithms.

To generate cryptographic core variants, the key idea of FlexMesh is to identify compute-intensive
and independent sub-functions that can be unrolled to multiple degrees based on performance
requirements and resource efficiency. Leveraging existing literature and cryptographic standard
specifications, we have identified the sub-functions of popular next-generation cryptographic
algorithms that can be parallelized (a.k.a., unrolled). Table 12 shows how FlexMesh can be extended
to a broader class of cryptographic algorithms such as: (a) AEGIS-256 [70]: a high-performance
AEAD candidate for 6G networks; (b) ChaCha20 [56]: TLS1.3 and QUIC standard, and also a
quantum-resistant candidate for 6G security; (c) SNOW-V-GCM and SNOW-V [26, 38]: 5G standard
and a 6G candidate to secure communication in virtualized network environments; (d) ASCON [27]:
a NIST standard, and a candidate for 6G IoT and embedded security; and (e) ISAP [24, 36]: a NIST
standard, and a candidate for low power IoT devices that require strong side-channel resistance.
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8.2 Security and reliability concerns with hardware-based cryptographic primitives

Ensuring security and reliability for FPGA/SoC-based hardware accelerator solutions is extremely
critical. We discuss the state-of-the-art that complements FlexMesh towards security and reliability.
Variable-sized cores and load balancing expose side channels. Variable-size cores and queue-
ing overheads due to load balancing introduce variability in task execution latency, power consump-
tion, electromagnetic (EM) signatures, and resource contention, thermal, and spatial fingerprints.
Prior work has demonstrated that attackers can construct side channels from the observability of
timing [63], power [11, 60], contention [63], and thermal patterns [16, 78].

Al-based side-channel attacks. Deep learning Al models can efficiently identify complex patterns
in side-channel data like power consumption, EM emissions, and timing variations, allowing for
faster and efficient extraction of cryptographic keys [17]. These models significantly reduce the
amount of side-channel data (traces) an attacker needs to collect to successfully recover a secret
key, making attacks more feasible.

Mitigation for side-channel attacks. Resource partitioning [39], secure reconfiguration chan-
nels [64], randomized or constant-time scheduling [65], and power balancing [34] can help mitigate
the side channel attacks. Solutions such as Coyotev2 [51] and [33], implement a shell that partition
resources across tenants (or cores), and supports dynamic partial reconfiguration of services and
user logic. Al-based systems can monitor side-channel leakage in real-time and detect unusual
patterns indicative of an ongoing attack [17].

Dynamic reconfiguration impacts reliability. Dynamic partial reconfiguration (DPR) results
in reliability concerns such as bitstream corruption [64, 76], attacks during reconfiguration [20],
and stress on FPGA’s solder joints and routing interconnects due to repeated thermal cycling [40],
which makes fault identification and recovery complex. Prior works implement wear-leveling
across FPGA fabric [62], thermal-aware scheduling [31], error-detecting bitstreams [76], centralized
fault logging, and checkpointing [68] mechanisms for reliability.

9 Conclusion

We present FlexMesh, an in-network cryptographic primitive that leverages the workload’s request
size characteristics to design cryptographic accelerators with high resource and power efficiency,
without compromising the performance. We design and implement variable-sized cryptographic
primitives for next-generation mobile networks (i.e., Rocca-S), and a programmable scheduler
that prioritizes requests to minimize the on-board storage for OOO requests, and ensures work-
conservation.
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Fig. 17. Overview of AES-GCM algorithm.

A Overview of AES-GCM algorithm

AES-GCM (Galios/Counter Mode) [52] algorithm provides both confidentiality and integrity of
control and user-plane traffic in 5G networks. It uses the AES in Counter mode (GCTR) for encryp-
tion and GHASH, a Galois field-based hash function for generating the authentication tag. Fig. 17
shows the main components of AES-GCM. The AES key expansion function is used to generate the
expanded AES round keys once per encryption key, and this expanded key can be reused for all
packets within a given flow.

AES-GCM phases. AES-GCM involves four main phases. (1) Hash subkey generation. A subkey, H,
is initialized with the AES cipher generated by encrypting a 128-bit block of zeros with the secret
key, K. (2) Generation of block counter, Jy. This function generates the initial block counter using
the Initialization Vector (IV). (3) Encryption. The initial counter, J;, is incremented and encrypted
using AES with the secret key, K. The encrypted counters are then XORed with the plaintext block
of 128-bits to generate the cipher. (4) Tag generation. The cipher text (C) and the associated data
(AD), along with their lengths, and J; are sent to the GHASH function to generate the 128-bit tag.
The GHASH function. Fig. 18 shows the working of the GHASH function. Given a hash subkey
H = AESg(0'%) and a sequence of 128-bit input blocks Xi, Xy, .. ., X,,, GHASH initializes an
accumulator Yy = 0'28 and iteratively computes Y; = (Y;_; @ X;) - H for each block. The final value
Y, is the GHASH output.

Bottleneck. The top-2 cycle-consuming functions are GCTR and GHASH. The encryption function,
GCTR, is highly parallelizable since each plaintext block is XORed with independently encrypted
counter blocks. In contrast, GHASH evaluates a polynomial over GF(2!%) using a chained recur-
rence relation Y; = (Y;—; ® X;) - H, meaning each computation depends on the previous one. This
makes GHASH inherently sequential. Table 5 shows the cycle breakdown of our baseline AES-GCM
implementation (Sags—gcm) for the two main functions, GHASH and GCTR, and indicates GHASH
as the bottleneck. We observe that GHASH and GCTR consume 5027 and 1531 cycles, respectively,
for 500 blocks. We discuss the optimizations to reduce the cycles for the GHASH function in §4.3.

B FlexMesh scheduler: A toy example.

Fig. 19 shows the working of FlexMesh ,wc, FlexMesh, and FlexMesh,, scheduling policies with the
help of a toy example. The example comprises requests from two flows, viz., flow; and flow,. r;;
represents j** request from flow;, and service time represents the time required to process (i.e.,
encrypt) the request. Assume two cryptographic cores C; with one work queue WQ; each. The C;
list shows the request executed on the individual cores, and the wire output list shows the order in
which the requests are sent out of the NIC after processing.

We show the output of three scheduling policies, FlexMesh ,wc, FlexMesh, and FlexMesh,,. All the
policies implement the threshold-based classifier for load balancing. FlexMesh ¢ implements FIFO
scheduling policy (Fig. 19 c). We observe that C; is idle even when there are pending requests, and
the completion time is 7 time units. FlexMesh implements FIFO scheduling with work-conservation,

Proc. ACM Netw., Vol. 4, No. CoONEXT1, Article 3. Publication date: March 2026.



3:24

Arrival time [ 0 2 o 12 2 3
Request ID (rij) Fiq Faa| Fig  Tag | Foq (Fop Fog Ty | Tog
Service time 11 2 2 1 11 2 1

Request len (ri.len) 300 500 2000 8000 100 400 200 4000 500
Rank (ri.rank) 4 2 ) a4 4 |4 1 3
a) Requests arrived at the NIC; = jth request of flow i

FlexMesh, ¢

Virtual time 1 2 3 4 5 6 7
Cryptographic core (C,) 2 LETRALPYRALETY LEV T3 Fas
wi
Cryptographic core (C,) | T 13 Fa2 24 ‘
[a]
Wire Output 5
T [ T1q Ty [Tag T2 Yoo [T1a [ F2a'| F23 | Fos

c) Non-work-conserving (2 idle); 000 size = 14.5KB; total time=7
FlexMesh

Virtual time 5 6

Cryptographic core (C,) s LETRALPYHILET M1 LPY)
w
Cryptographiccore(C,) | T Fiz [Ty | Tpy [ Fos
[=]
Wire Output ﬁ
T 41 T2 [Fag [ Fag | P22 [ Faa | Foa | Y23 | T2s

d) Work-conserving; 00O size = 14.5KB; total time=6

Aditya Peer et al.

Work queue1 (WQ,) 2 P11 | ¥29 | Fi2 Fia Toz Tos
]
I

Work queue2 (WQ,) P3| a2 | Faa

b) Load balancer enqueues the requests in the work queues

FlexMesh,

Virtual time 3 5

F210 Ta30
T2s
4,4,3

LPITREPE
23
4,0,4

T210 T3
4,4

210 F12

Eligible requests (E1)
‘ 4,3

Rank (rank,)

HEAD

Cryptographic core (C,) [27% LEVY LPT 21

22
4
r.

T22 F2a
4,1
r.

Eligible requests (E,)
Rank (rank,)
Cryptographic core (C_2)

a
<

w
ST 12 | F13 14
e) Work-conserving; 000 size =4.9KB; total time=6

13 \_rza;

24 22

Wire output r. r. r, 2 a3

I:l Work-conserving

[ 1ate

Tjj j*"request of flow 'i'
] out-of-order (000)

Fig. 19. Scheduling across asymmetric cryptographic cores (FlexMesh ,wc vs. FlexMesh vs. FlexMesh,).

ie, if WQ; is empty, the scheduler steals work from other work queues Fig. 19 d). We observe

that the completion time decreases (i.e., 6

time units). Both policies require 14.5KB buffer for

00O request storage. FlexMesh,, implements the PIEO primitive with the goal to minimize OOO
request memory, work-conservation, and starvation avoidance (Fig. 19 ). We observe that the OO0
memory reduces to 4.9KB and the completion time is 6 time units. However, request-size-based
prioritization comes with the risk of increased request latency and starvation.

C Analytical model for workload-aware cryptographic core deployment decision

The objective of the analytical model running at the orchestrator is to monitor the current load and
request size distribution, and identify the set of feasible cryptographic core designs that satisfy the

throughput, latency, and resource efficiency

Inputs and Parameters
D ={S,M,L,SS, MM, LL,SL, ML}

B ={b1,by,...,bx}
t
Np.+
Sp
Tap
Lap
Eap
Py
€L, €E, €T

Y
A

requirements with the configured deviation tolerance.

Set of available design (cryptographic core) variants,
Bins for request size ranges,

Time interval for request size distribution measurement,

Number of requests of bin b observed during interval ,
Request size (bits) for bin b,

Throughput of design d for bin b (capacity in bits/sec),
Processing latency of design d for bin b,

Resource efficiency of design d for bin b,

Power consumption (in Watt) of design d,

Tolerance for latency, efficiency, and throughput (0 < € < 1),
Allowed load overflow ratio per core instance (y > 0),

Total observed incoming load across cryptographic cores (bps).

Offered Load Computation (Time-Aggregated)

The time-averaged observed load per bin (bits/sec): A, =

Nbp.: Sp
t

Total observed load across all packet sizes (bits/sec) during the interval & ;o = % 2bes Nbt Sp
Expected Design Metrics (Weighted by Offered Load)
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Table 13. Comparison of in-network scheduling solutions.

Scheduling technique | Aging support? | Flow count scalability | Single instance performance | Logical partitioning support?
PIFO [59] No 4K flows 15Mpps (10Gbps) No
PIEO [58] Yes 64K flows 15Mpps (10Gbps) No
PIPO [77] Yes NA flows 70Mpps (40Gbps) No
BMW-tree [73] No 100K flows 150Mpps (100Gbps) 16 to 128 tenants
BBQ [14] No 100K + flows 150Mpps (100Gbps) 16 to 18 tenants
ClubHeap [22] No 100K+ flows 200Mpps 256 tenants
Expected latency, Ly = ———— Np:Lap 3)
Zpes Nor
Expected efficiency, Ey = ——— Np:Eap (4)

2pes Nit beB

Feasibility Filtering. Let the best achievable latency and efficiency be:
Lmin = min Ly, Erax = max Ey4
deD deD
Then, the feasible set of designs:
D ={deD: Ly < (1+e)Lmins Ea = (1~ €r)Emax}
Optimization Objective. If multiple feasible designs are close in latency and efficiency, the
algorithm explores hybrid cryptographic core combinations, n = {ngs, ny, nr,...}. Among the
feasible hybrid cryptographic core combinations, choose the combination with the optimization
objective:
Minimize the total power (static and dynamic):

Z ng Pd

mlI}l Piotal =

{na d e Dfeas
subject to:
Z ngTap > (1- 67))_.[7, Vb € B,
d e Dfeas
ng € Zsy, Vd € Dfess,

Resulting Optimal Configuration

n* = {n}:d e D}
represents the number of active instances per design. That is, first, the designs with the minimum
latency values (and those within the latency tolerance limits) are identified. Among these, designs
with minimum resource efficiency values (and close designs within efficiency tolerance limits) are
filtered. Finally, the design with the minimum power requirement is chosen.)

D Comparing state-of-the-art scheduler hardware

Table 13 compares existing hardware schedulers. FlexMesh scheduler utilizes the design of PIEO [58]
and PIPO [77] to support the programmable predicate for request filtering and aging.
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